BIOSECURITY AND BIOTERRORISM: BIODEFENSE STRATEGY, PRACTICE, AND SCIENCE

Volume 1, Number 2, 2003
© Mary Ann Liebert, Inc.

If Syndromic Surveillance Is the Answer,
What Is the Question?

ARTHUR REINGOLD

THE EVENTS OF FALL 2001, particularly the mailing of
anthrax spores to public officials and the consequent
anthrax cases, have had a dramatic and immediate effect
on the perception of public health in the United States on
the part of policy makers, government officials, and the
general public. A public health infrastructure that has gen-
erally been undervalued and underfunded for several
decades has seen a sudden infusion of substantial federal
funds appropriated by the U.S. Congress and distributed to
state and local health departments by the U.S. Centers for
Disease Control and Prevention (CDC). This infusion of
federal funds comes just as most localities and states are
facing mounting budget deficits and are being forced to re-
duce spending across the board, including spending on im-
portant health care delivery and public health programs.
As a result, these new federal funds and the programs they
support are having a disproportionate impact on the priori-
ties and activities of local and state health departments.

Those responsible for appropriating and disbursing these
federal funds have almost invariably referred to the need to
strengthen public health in general and to the desirability of
improving our ability to detect and respond appropriately to
both manmade and naturally occurring infectious disease
threats. However, it seems inarguable that the impetus be-
hind this federal largesse is to improve preparedness for
possible future bioterrorist events, which some policy mak-
ers and technical experts with access to classified informa-
tion believe are inevitable. Given the decades of underfund-
ing of public health that preceded the events of Fall 2001, it
is difficult to envision comparable levels of funding being
made available for the sole purpose of enhancing our ability
to detect, respond to, and study naturally occurring infec-
tious diseases, even under the recently popular rubric of
“emerging and re-emerging” infections.

Among the activities being funded as a part of the ef-
forts to improve our nation’s capacity to detect and re-
spond rapidly to new infectious disease threats is syn-

dromic surveillance. Syndromic surveillance is generally
meant to refer to the monitoring of the frequency (e.g., the
number or rate of episodes) of illnesses with a specified set
of clinical features (e.g., fever and respiratory complaints,
vesicular skin rashes, diarrhea, etc.) in a given population
(e.g., members of a health maintenance organization, resi-
dents of a given geographic region, etc.), without regard to
the specific diagnoses, if any, that are assigned to them by
clinicians. Because many of the infectious agents consid-
ered likely to be used in a bioterrorist attack (e.g., smallpox,
plague, anthrax, tularemia, and brucellosis, among others)
initially produce nonspecific clinical manifestations (e.g.,
fever, malaise, cough, fatigue, anorexia, etc.), and because
even the best-prepared clinicians may not suspect one of
these illnesses in the absence of more specific findings, it
seems plausible that careful monitoring of a syndrome like
febrile respiratory illness can provide to public health offi-
cials the earliest evidence of such an attack. Earlier detec-
tion of a bioterrorist event would then enable more rapid
targeting and implementation of effective control mea-
sures, including vaccination, chemoprophylaxis, or quaran-
tine, and lead to a consequent reduction in morbidity and
mortality.

Various approaches are being used to amass the data
needed to measure the number or rate of such illnesses in
a population, including enhanced passive reporting of ill-
nesses seen in health care settings (e.g., hospitals, emer-
gency departments, and outpatient clinics); active case
finding in similar settings; monitoring of 911 calls; and
making use of data normally being entered into comput-
erized data bases by health care providers such as health
maintenance organizations for billing and other purposes.
Attempts are even being made to monitor illnesses in the
community irrespective of whether the ill individuals
seek medical care by examining sales of over-the-counter
medications and other items.

While some of these approaches are labor intensive,
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expensive to maintain, and therefore questionable in terms
of sustainability (e.g., active case finding), others rely pri-
marily on preexisting data collected for other reasons and
therefore do not require that substantial resources be de-
voted to data collection. What all of these approaches have
in common is a primary focus on detecting time/space clus-
tering of illnesses—that is, a higher than expected number
or rate of events in comparison to some background num-
ber or rate.

The possibility of earlier detection of and more rapid re-
sponse to a bioterrorist event has tremendous intuitive ap-
peal and is probably adequate justification for funding syn-
dromic surveillance in the minds of decision makers, the
general public, and clinicians. However, many public
health officials and epidemiologists have posited addi-
tional benefits that may be provided by syndromic surveil-
lance, even if another bioterrorist event never occurs in the
U.S. or if, for the reasons described below, syndromic sur-
veillance is unable to detect such an event early enough to
reduce morbidity and mortality compared to that which
would have occurred in the absence of syndromic surveil-
lance. These other benefits are said to include: more rapid
characterization of the population potentially at risk fol-
lowing a bioterrorist event and more efficient targeting of
prevention/control activities; an increase in knowledge
concerning naturally occurring infectious diseases; and a
general strengthening of the public health infrastructure at
the local and state levels and its ability to deal with other
diseases of public health significance.

Thus, the argument is made that even if syndromic sur-
veillance is unable to meet the promise of earlier detection
of a bioterrorist attack, either because such an attack never
occurs in an area with syndromic surveillance in place or
because syndromic surveillance proves incapable of
speeding detection and response in a real world setting, it
is still a worthwhile expenditure of scarce public health re-
sources. I believe, however, that the assumptions underly-
ing all of the arguments put forward in support of syn-
dromic surveillance need to be held up to careful scrutiny
before substantial resources are invested in this enterprise,
either as a public health tool or as a research endeavor.

CHALLENGES CONFRONTING
SYNDROMIC SURVEILLANCE

Demonstrating that syndromic surveillance
reduces morbidity and/or mortality following
a bioterrorist event

Given that funding for syndromic surveillance clearly
emanates from a desire to be able to detect and respond
more promptly to a future bioterrorist event than would
otherwise be possible, a key question is whether, in the
real world, even an optimally functioning syndromic sys-
tem is likely to be able to provide more rapid detection of
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and response to such an event, leading to a reduction in
morbidity and/or mortality compared with what would
have occurred in the absence of such a system. If no
bioterrorist events occur, or if they occur only in areas
without syndromic surveillance in place, the system will
remain untested with regard to its primary purpose. Even
if a future bioterrorist attack occurs in an area with syn-
dromic surveillance in place, and we are able to deter-
mine how quickly the event was detected and how much
morbidity/mortality occurred, we will not know with any
certainty what would have happened in the absence of
syndromic surveillance. Thus, unless multiple, similar,
and simultaneous bioterrorist attacks occur in areas with
and without such surveillance in place, we will almost
certainly never be able to demonstrate in a scientifically
rigorous way that syndromic surveillance succeeded in
meeting this primary objective (i.e., by showing that de-
tection occurred earlier and morbidity/mortality was
lower in areas with such surveillance systems than in
areas without syndromic surveillance).

Although it may never be possible to demonstrate in
a rigorous way that syndromic surveillance can detect
bioterrorist events more rapidly than they would otherwise
be detected, it is possible to assess the likely sensitivity and
specificity of such systems in detecting clusters of naturally
occurring illnesses, such as febrile respiratory illnesses. A
number of groups have reported on the sensitivity and
specificity of syndromic surveillance systems in detecting
actual or simulated outbreaks of febrile respiratory ill-
ness.' For example, using computerized historical data,
one group of investigators has recently reported that algo-
rithms they have developed can detect clusters of febrile
respiratory illness among members of a health plan.> The
results of such studies suggest that if a bioterrorist attack
causing febrile respiratory illness were to occur in a com-
munity, ongoing surveillance using computerized patient
encounter data would detect the event in a timely fashion.

The results reported in such studies, however, are nei-
ther surprising nor necessarily evidence that systems of
this kind would provide earlier detection of and reduced
morbidity/mortality from such events. The results are not
surprising in that they show that a team of individuals
with substantial expertise in epidemiologic and biostatis-
tical methods and access to appropriate data sources,
software, and computer hardware can detect clusters of
health events when they occur. The results are not neces-
sarily reassuring in terms of earlier detection and re-
sponse to a bioterrorist event, because they do not ad-
dress some key practical issues.

Types of bioterrorist events that syndromic
surveillance is likely to detect

Suppose that such a system is prospectively collecting
data concerning febrile respiratory illnesses in a popula-
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tion and, as would be necessary for the most rapid detec-
tion of a bioterrorist event, the data are being analyzed
and reports to the health department are being generated
daily. Further suppose that the relevant local/state health
department has all of the resources needed to conduct any
appropriate follow up if and when a cluster of illnesses is
identified. Had such a system been in place in Florida or
Maryland or Connecticut in the Fall of 2001, would it
have detected any of the anthrax cases caused by the
bioterrorist attack that occurred then? Perhaps, but would
the system have detected an increase in the number or
rate of cases of febrile respiratory illness? Probably not,
because the number of cases in any one geographic area
was very small (one or two). Thus, such a system can
only be expected to detect bioterrorist events of a given
type/size.

Response to apparent increases in illnesses
signaled by syndromic surveillance

For bioterrorist events affecting more than a small
number of individuals in a given geographic region, the
likelihood and speed of detection will depend on what
(seasonally adjusted) numbers or rates of cases are used
to signal a possible cluster of cases. As has been well
shown in studies examining the use of threshold rates to
signal the arrival of epidemic meningitis in sub-Saharan
Africa,*% and as has been acknowledged in work exam-
ining ways to optimize detection of outbreaks, increases
in the sensitivity of epidemic detection will come at the cost
of decreases in specificity and vice versa.>* Perhaps more
important, the predictive value of a positive (the proportion
of the time that any given threshold level is crossed that a
bioterrorist event has occurred in that population) will
range from zero to extraordinarily low, because most com-
munities do not experience any bioterrorist attacks in a
given time period. Thus, whatever numbers or rates of
cases are used to signal a possible bioterrorist event, all or
virtually all of the instances in which an excess is noted will
represent false positives/false alarms.

What will the health department do when a daily report
generated by the system suggests that a cluster or in-
crease in the number/rate of cases has occurred? How
will the health department determine whether the cluster
is a chance event, the result of a naturally occurring dis-
ease, or the result of a bioterrorist attack? They could
wait a day or two (or more) to see if the number/rate of
cases continues to be too high, compared to what is ex-
pected for that population at that time of year. However,
a continuing (or increasing) high number/rate of cases
can only reduce the probability that the cluster is a
chance event, not rule out the possibility entirely. More
important, such information cannot help in determining
whether the illness is naturally occurring or bioterrorist
in origin. Furthermore, delaying action for a day or two

to observe what happens clearly reduces the timeliness of
any response and makes it less likely that the system will
result in earlier detection and reduced morbidity/mortal-
ity than would otherwise occur. For example, one study
examining the potential costs of a bioterrorist attack and
the savings that might accrue from earlier detection
found that very little in the way of a reduction in the
number of deaths caused by a bioterrorist attack (with an
aerosol of anthrax or tularemia) could be achieved more
than four or five days after exposure to the aerosol.?

Whenever a decision is made to conduct some form of
follow-up investigation of an observed cluster, what will
that follow-up investigation entail and how quickly can it
be done? Will it be sufficient to talk with the physicians
of the ill individuals and examine existing medical
records? Or will it be necessary to obtain additional tests
(e.g., chest x-rays) and specimens (e.g., blood, serum, na-
sopharyngeal swabs, sputum cultures, etc.), most of
which are unlikely to have been obtained during the rou-
tine clinical care of outpatients with a febrile respiratory
illness? Without a firm etiologic diagnosis in hand, it is
difficult to envision a health department taking any sub-
stantive action, such as distributing prophylactic anti-
microbial agents, vaccination, imposing quarantine, or
even issuing an alert to the public, based solely on an in-
creased number of clinical illnesses.

But if the probability that any given cluster is the result of
a bioterrorist attack is extremely low, how often and under
what circumstances will it be deemed reasonable to obtain
additional tests and specimens? Who will collect these
specimens, and who will pay for the testing? How quickly
can they be processed and results be obtained? Are these
“clinical” specimens, being obtained and tested as a part of
the routine care of the patient; “public health specimens,”
being obtained as part of an outbreak investigation; or “re-
search” specimens, for which approval from an institu-
tional review board and informed consent from the patient
will be required? Thus, proving that daily monitoring of
syndromes such as febrile respiratory illness can, given pre-
determined statistical parameters, detect clusters of cases
does not prove that such a system can, when done prospec-
tively in the real world, produce more rapid detection of
and, more important, more rapid response to a bioterrorist
event.

Plausibility that syndromic surveillance can
vield more timely identification of the
population at risk in a bioterrorist event

If a bioterrorist event does occur, can a preexisting
syndromic surveillance system in the affected area help
define in a more timely manner the affected or at-risk
population in need of preventive measures, even if the
system did not yield earlier detection of the event itself?
It seems quite plausible that this is the case, and I suspect



that this may be the single strongest argument in favor of
having such systems. However, it should be remembered
that in response to the events of September 11, 2001, fed-
eral, state, and local public health agencies were able to
put post-event (so called “drop-in”) surveillance for ad-
verse health outcomes in place in New York City and
elsewhere very rapidly.® Given the heightened state of
alert and the additional resources being made available in
most jurisdictions and public health agencies over the
past year, it seems quite likely that a response at least as
rapid could and would follow the first confirmed case in
an area of any illness caused by an infectious agent con-
sidered a plausible bioterrorist weapon. Thus, the win-
dow for improving on what is likely to happen in the ab-
sence of syndromic surveillance is very narrow. While
the costs of implementing such “drop-in” surveillance
systems are quite large, they are likely to be incurred
very infrequently and almost certainly are less than the
costs of implementing and maintaining ongoing syn-
dromic surveillance systems in multiple geographic re-
gions.

Likelihood that syndromic surveillance will
produce useful information about naturally
occurring infectious diseases

Will syndromic surveillance produce new and poten-
tially useful information about naturally occurring infec-
tious diseases, making it a worthwhile investment even if
a bioterrorist event never occurs or cannot be detected
significantly earlier? Perhaps, but it is worth examining
this suggestion in more detail. In the case of surveillance
for febrile respiratory illness, for example, what new and
important information can be learned in the absence of
biological specimens from the affected individuals or as-
sociated analytic epidemiologic studies of risk factors?
Will the available information be limited to the descrip-
tive epidemiologic features of febrile respiratory ill-
nesses of unknown etiology? How important and useful
would such results be? Could such a study compete for
funding through traditional channels of supporting inves-
tigator-initiated research?

If biological specimens from affected individuals are
to be collected and tested, the question of whether these
are being collected for clinical, public health, or research
purposes again arises. Furthermore, copious well-de-
signed studies of acute respiratory infections have been
conducted in the U.S. and elsewhere over the past 50+
years and have produced mountains of data concerning
the etiology of and risk factors for such infections. Even
if appropriately timed and properly collected specimens
can be obtained from a high proportion of individuals
with febrile respiratory illnesses (most of whom are not
ill enough to be hospitalized or even be given outpatient
antimicrobial therapy), are there new diagnostic tech-
niques or new hypotheses to test that make such labor-in-
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tensive and expensive efforts worthwhile? If not, the likeli-
hood that we will make significant advances in our under-
standing of febrile respiratory illnesses and their causes
seems very low, although occasional naturally occurring
outbreaks of illness caused by influenza, parainfluenza,
mycoplasma, and Legionella, among other known etiologic
agents causing febrile respiratory illness, will be detected.

While it might seem inarguable that there is a benefit to
detecting more such naturally occurring outbreaks, that
benefit will be limited by the ability of the public health
and medical care systems to respond, offer treatment or
prevention, or increase knowledge about the disease in
question. It is worth bearing in mind that public health
departments already engage in a form of triage that, of
necessity, leaves many if not most suspected outbreaks
uninvestigated.

Circumstances under which syndromic
surveillance is likely to strengthen local
and state health departments

Finally, there is the question of whether establishing
syndromic surveillance systems strengthens public health
departments at a time when local and state public health
departments badly need strengthening and the resources
for doing so are scarce. The optimal approach to using the
establishment of syndromic surveillance to strengthen the
state and local public health infrastructure would be per-
manently to increase state and local funding to hire and
equip well-trained public health professionals (e.g., epi-
demiologists, biostatisticians, programmers, etc.) working
in these agencies to establish, conduct, and analyze the re-
sults of the surveillance. Such well-trained and well-
equipped individuals would then be available to conduct or
assist with other high-priority public health functions.
However, with most cities, counties, and states facing bud-
get deficits, it is hiring freezes, elimination of unfilled po-
sitions, and reductions in staffing that are the order of the
day, not the hiring of new staff into locally funded perma-
nent positions.

An alternative approach is to use federal funds being
distributed to the states to hire such individuals to work
in the local and state health departments and establish
syndromic surveillance, but allow them to assist with
other functions as well. While some states may be taking
this approach, it can be a protracted process under the
best of circumstances. Even in states not worried about
whether such federal funds will continue to be available
and willing to hire new staff using such funds, the proce-
dures for posting and filling positions can take months,
and, more important, it may not be possible to find, hire,
and retain epidemiologists, biostatisticians, and program-
mers with the relevant expertise, given competing de-
mands for such individuals and the comparatively low
salary levels in most health departments. (Even if out-
side, federal funds are used to hire such individuals, for
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reasons of equity they generally cannot be paid salaries
higher than those paid to other health department em-
ployees.) And finally, it may not be deemed advisable (or
even legal) to have such employees, hired with categori-
cal federal funds, performing or assisting with other
health department functions.

Because of these problems and a perceived need to de-
velop and test such syndromic surveillance systems ex-
peditiously, the resources specifically targeted at estab-
lishing and testing such systems have, to date, gone
primarily to academic institutions and other research or-
ganizations. While state and local health departments are
key partners in some (but not all) of these efforts, the ca-
pacity to collect and analyze the relevant data remains
largely external to the health departments. (For health de-
partments without academic partners, for-profit corpora-
tions are beginning to market their services in collecting
and providing syndromic surveillance data, in a manner
even less likely to build capacity in the health depart-
ments themselves.) A substantial expansion in collabora-
tion between academic institutions and health depart-
ments in both research and teaching is, without doubt,
highly desirable and mutually rewarding, but substantial
improvements in the local and state public health infra-
structure ultimately require that additional well-trained
and well-equipped public health professionals be hired
and retained by these agencies.

CONCLUSIONS AND
RECOMMENDATIONS

While all the arguments in favor of establishing syn-
dromic surveillance are, on the surface, reasonable and
attractive, I believe it is necessary for funders and deci-
sion makers to examine these arguments and the assump-
tions on which they rest in more detail. It may well be
that syndromic surveillance ends up being a worthwhile
investment of scarce public health resources, but I be-
lieve that case has yet to be made. With luck, the ability
of such systems to provide early detection and/or
improved response to a bioterrorist event will remain
untested. Those calling for the establishment or contin-
ued funding of syndromic surveillance systems should be
expected to spell out in far greater detail than they have
thus far how such expenditures of scarce resources will
enhance the readiness of public health systems not sim-
ply to detect clusters of illnesses, but to respond appro-
priately when they are detected, taking into account “real
world” constraints.

If part of the justification for establishing such systems
relies on their usefulness in conducting studies of natu-
rally occurring infectious diseases, then proponents
should be expected to provide specific plans concerning
collection and testing of laboratory specimens, hypothe-
ses that can and will be tested in such studies, and what is

likely to be learned that cannot be learned equally well
from existing systems for monitoring influenza, influenza-
like illnesses, or other conditions. Finally, if those advocat-
ing for syndromic surveillance systems want to make a
convincing case that such systems will strengthen local
and state public health agencies, they need to assure that
the resources invested produce real and sustainable in-
creases in the intrinsic ability of such agencies to conduct
vital public health functions.

REFERENCES

1. Lewis MD, Pavlin JA, Mansfield JL, O’Brien S, Boomsma
LG, Yevgeniy E, Kelley PW. Disease outbreak detection
system using syndromic data in the greater Washington, DC
area. Am J Prev Med 2002;23:180-186.

2. Lazarus R, Kleinman K, Dashevsky I, Adams C, Kludt P,
DeMaria Jr A, Platt R. Use of automated ambulatory-care
encounter records for detection of acute illness clusters, in-
cluding potential bioterrorism events. Emerg Inf Dis 2002;
8:753-760.

3. Reis BY, Mandl KD. Time series modeling for syndromic
surveillance. BMC Med Inform Decis Mak 2003;3:2.

4. Moore PS, Plikaytis BD, Bolan GA, Oxtoby MJ, Yada A,
Zoubga A, Reingold AL, Broome CV. Detection of menin-
gitis epidemics in Africa: A population-based analysis. Int J
Epidemiol 1992;21:155-162.

5. Kaninda A-V, Belanger F, Lewis R, Batchassi E, Aplogan A,
Yakoua Y, Paquet C. Effectiveness of incidence thresholds
for detection and control of meningococcal meningitis epi-
demics in northern Togo. Int J Epidemiol 2000;29:933-940.

6. Lewis R, Nathan N, Diarra L, Belanger F, Paquet C. Timely
detection of meningococcal meningitis epidemics in Africa.
Lancet 2001;358:287-293.

7. Wagner MM, Tsui F-C, Espino JU, Dato VM, Sittig DF,
Caruana RA, McGinnis LF, Deerfield DW, Druzdzel MJ,
Fridsma DB. The emerging science of very early detection
of disease outbreaks. J Pub Health Mgmt Pract 2001;7:
51-59.

8. Kaufmann AF, Meltzer MI, Schmid GP. The economic im-
pact of a bioterrorist attack: Are prevention and postattack
intervention programs justifiable? Emerg Inf Dis 1997;3:
83-94.

9. Syndromic surveillance for bioterrorism following the at-
tacks on the World Trade Center—New York City, 2001.
MMWR 2002, S1, Special Issue, 13-15.

Address reprint requests to:
Arthur Reingold, MD

140 Warren Hall

School of Public Health
University of California
Berkeley, CA 94720

E-mail: reingold@uclink4.berkeley.edu

Published online: May 2, 2003






