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. Objective and Agenda

* Objective: To analyze resource allocation and ethical
considerations therein in the context of recent crises
and to elicit parallels & differences with Public Health

« Agenda:

 Oracle Business Continuity Management Program (BCMP)
Overview

« Scenario-specific resource allocation issues
 Ethical dichotomy between public and private sectors
« Conclusions
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Oracle BCMP:
Program Overview
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. BCMP: Oracle’s ISO 17799/27002

Policy-Based Approach

Area/Precept

Collateral and Ownership

Emergency Response: “Get out or stay in” (as
situation warrants)

Evacuation and shelter-in-place plans maintained by Real Estate and Facilities
globally

Business Process Continuity:
“Staff, technology, facilities, and/or suppliers are gone;
what'’s your backup?”

Business Impact Analyses (BIAs) and Business Contingency Plans
(BCPs)/tabletop testing deployed globally via by Global BC Coordinators per LOB

Crisis Management:
“Get people talking”

Emergency notification system deployment, wallet cards, local cross-LOB
meetings as part of a global hub-spoke model as deployed via by Real Estate and
Facilities and country management globally for local crisis management team
LCMT, and by Physical Security for Oracle events (Event CMT), health crises
(Health CMT), and travel incidents (Travel CMT)

Disaster Recovery:
“Bring back systems and in a certain order.’

System inventories and prioritization, architectural analyses, and recovery
procedures/testing deployed globally via by Global DR Coordinators per LOB

Biological/Chemical/
Radiological Threat Preparedness:
“Contain and avoid”

Pandemic plan, infectious and communicable disease protocols developed via
consortium and deployed globally via Health CMT

Community Partnership:
“Coming Together”

Oracle membership in Business Executives for National Security (BENS), a
private-public sector partnership to share resources during a regional/theatre-wide
crisis. As well, Oracle partnership with Red Cross toward staff and family
awareness and volunteerism.
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. Emergency Response

 Globalized emergency response plans
 E-training and drills

D;?A{:Fl: O raCIE Security
FROM

e | University

Global Information Security

Cat

Self-Paced Scheduled

Offering Details

A eSeminar Emergency Preparedness Briefing Course

Fee: Employee | Language: English | Duration: 15 Minutes | Version: 1.0

HurricanEs, TYPHOONS AND TROP

Description

The purpose of this course is to introduce to Oracle staff globally to the Business Continuity
to the Emergency Response and Action Program (ERAP) (one of several subprograms of tf
compliance with emergency response procedures so as to minimize immediate danger to li DESCRIPTICN

iven emergency situation. . . . . . .
g gency Hurricanes, typhoons, and tropical storms can bring heawy wind, torrential rain,

ocean water that crashes into land as they approach. While they dissipate once
; spawyn tornadoes as they do =o.
Outline

=-® Emergency Preparedness Briefing Course [Status: Completed | Time: 28:11:03] WHaT EVERYBODY SHOULD DO DURIMNG CRISIS

] How to Use this Course [Status: Completed | Time: 00:00:20] Plannin q

M Course [Status: Completed | Time: 28:10:15] = Ask <ERT/Floor Wardens or Security or Facilities> forbe familiar wil
evacuation plans.

=  Paticipate in all evacuation drills.

- 2] Emergency Preparedness Briefing Course Course Evaluation [Status: Incomp

Crisis
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. Contingency Planning Precepts

- Unavalilability of people, technology, facility, or
supplier versus specific types of countermeasures for
specific crises

 Continuity in a workaround manner for 30 or more
days

 Global workload distribution among over 350 offices
globally and work-at-nome as fundamental strategies

A consistent, global and virtual crisis management
structure toward activating contingency plans
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. Contingency Planning
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. Emergency & Crisis Management
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. Crisis Management Zone:
Iberia Example

r-tf-/__/i__x__—’-_-
alner
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. Crisis Management Zone:
Iberia Example

HR, PR, Legal, GIT assigned to
each zone; some LOBs such as
procurement only at regional
levels; others as physically present

Iberian Crisis
Management
Zone (CMZ2)

Facility manager as
Zone Commander of
primary office or hub
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. Local Trigger; Global Response

LOBs engage contingency plans
and reconvene with LCMT on

Q LCMT/RCM

Invoked; LOBs
contingency plans
triggered; cross-
LOB coordination
via LCMT

RCMT &
Presidency
Engaged
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. Disaster (Technology) Recovery

« A technology-specific crisis DBA

man ag eme nt team Hote: Forthe putpose of this domument, 'primary’ will refer to the currently active primaty,
which ig the DR instanice, and 'statdbe’ weill refer to the target primaty system
« Alternate/ backups &l et primary <y

processes and proced ures Confirm that all available logs are copied and rolled forerard on standby
for data/appl Icatlon recovery Only one primary and one standby can perform switchover, shutdown all other instances.

The primary instance must be open and the standby instance must be mounted
« Source code

« Account provisioning
* Authentication

EBoth primaty and standby muost be under archivelog mode.
The primary needs to be switched over to standby first

Ot the primary, verify if it's possible to petform switchover

® D N S 30QL> select switchover status from vhdatabase

«  Firewall o receding siep xeturns NOT ALLOWED" 2

*  Network infrastructure Switch to standby with this command:

* Provider/su ppI ier SQL> alter datahase commit to switchaver to physical standhy with session shutdown;,
continuity Shutdown the inetance

° Proxies telink init.ora, dbre, dbdown to standby scripts.

Other applications/ scripts | tpBamin/dodown

«  Security infrastructure . $ed SDBA/pfile

. Frm initgsilap ora

| . $ln -s indtgsil ap.ora sthy initgsil ap.ora
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and Contingency Plans

Event Crisis Management
Team (for terrorist threat at
an Oracle OpenWorld)

Health Crisis Management
Team (for infectious disease
outbreak)

Travel Crisis Management
Team (for airplane crash —
on which Oracle staff were
on board)

Corporate Pandemic
Workgroup (a policy setting
body versus the tactical
HCMT)

. Other Crisis Management Teams

Alert Level 3 fStrateqic planning ahd prepavation for shbseguent alert levels & protocols)

Responsible Party
[Fleasze irsert names as appliesto
o office ]

Detion A=sigred

Corporate Communications (with
Legal)

Finalize cverall PRMedia plan.

Release sendmail reminding employees of corporate palicy on
communicating with media.

Denwelop and maintain status website, athertraining and coll2eral to
provide staff with details of pandemic, infection control guidelines,
irformation hotlines, ate.

Glabal Infommation Security.

Develop cizE managament and communicaions frameword and deploy
glabalhy .

Coordingte identification of LCWMT locations and participarts themrin in
priority of hub-zpokerim offices.

Ppprize customers reqarding planning as appropriate.

Human Rasoumes

Enzure executive sporcor for pandemic preparedness issues.

Motify management of potertial isk. Apprise saff regarding planning a=
appropriate.

Finalize overall HR policies and plan.

Denelop pandamic-specific intemalistaff communication templates per
alert lewal.

Identify contacts and protocaks forinsurance and heakh agency
interaction.

LChTMembers

Form LERTs.

Deszignaed staffto complete Business Impact Anabysas (BlAWBusziness
Contingency Plars (BCRs) or Business Arabysis and Cortingency Plans
(BCP=BACPs)and submit to Global LOB Coordingon=); identify
owersees suppliers and planfortheir loss.

hieet on mcuming basis. Apprize RCMW of any pertinent newsfupdates

WEnagement (In-Cauntny )

Designae local LOB represantatives.

Obtain ard review countny-specific plans and updates; forward to R Ch;
apprise RCh of dewdopmernts, directives, and recommend actions.
Identify contacts and prococals for gowemment .

Support LChTs.
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. Community Partnerships

 Oracle’s commitment:

* Volunteerism: Close to 4,000 volunteers from 37 countries;
more than 23,000 hours and 133 projects

« Think.com: More than 682,000 students with access to Oracle
technology
« Web training for more than 7,200 schools across 83 countries

« Contributions to more than 1,670 non-profits

» Agency partnerships (e.g., Red Cross, LEAP,
Department of Homeland Security)

- Business Executives for National Security
(BENS): an entity unifying Public-Private Sector

 Personal resource allocation as an issue
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Resource Allocation:
Scenario-specific Issues
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. Module Introduction Paraphrased

A grab bag of choices ... then we have to figure out
priority: Y_allocations = budget; distribution
Implements allocations ... choices embody in part our
ethical bases

 But, moral as well as scientific, socio-political,
historical, religious, and emotional parameters lead to
“right and wrong” choices
« Voluntary or involuntary deference of choice

 Allocation of resources is based on these choices —

“the budget is an instrument and a message showing
what we care about/not”

* “Moral rhetoric is easy; moral choice is demanding”

*: Paraphrased/quoted from “"Module 10-A: Allocation of Resources”
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. Scenarios (Tactical)

Flooding of Jakarta office

« We have a smaller but full-service office in Jakarta, Indonesia. In
March of this year, city-wide floods not only forced office closure but
also put employees and their families in potential harm’s way; this
business continuity scenario includes choices about resource
allocations with respect to evacuations and medical assistance

Minneapolis bridge collapse

- We have well over 1,000 staff in the Minneapolis area that could
have been impacted by the collapse of the I-35W bridge in August;
whilst operations were not disrupted in the end; this scenario
includes choices about resource allocations with respect to staff
viability confirmations and next-of-kin assistance

Others: 2004/5 tsunamis; Hurricanes Katrina/Rita; technology
evenis

Bio/Chem-terrorism and even pandemic as protracted scenarios
where tactical allocation paradigm changes ...

ORACLE




. Scenario Allocation Issues*

« Parallels with Public Health:
 Protracted/omnipresent threat: Do we take it as seriously?

« Are some staff, some offices ...some countries, some regions, some
business operations ... more valuable than others?

« Paternalism as victimization: infantilization or military (ICS) model
towards decisive action?

« Emergency budget in proportion to the whole: is it enough?
 Private Sector-centric:

« Are human resources a commodity?

» Are some functions expendable?

 Authority to manage: how far can we go?

- Balance of over- vs. under-communicating: information versus
panic, confidentiality issues, etc.

« Amplification of issues with globalization/travel/multiple jurisdictions
and requirements

*: Parallels derived from “"Module 10-A: Allocation of Resources”
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Public and Private Sectors:
An Inherent Dichotomy?
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. Twelve Principles in Comparison*

Public Health

Private Sector

Maximize health outcomes for the greatest number

Maximize health (moreover business) outcomes by criticality

Respect rights of individuals and communities

Comply with regulatory requirements

Ensure input when developing policy from those affected by
decision (to an extent)

Ensure input when developing policy from those affected by
decision (to an extent)

All people have a right to resources and conditions necessary for
health

Comply with regulatory (H&S) requirements

Base decisions on trustworthy information

Base decisions on trustworthy information

Give and get community input and consent

Public health institutions get their resources and mandates from the
governed

Oligarchical approach

Respect diverse values, beliefs, and cultures

Monoculture encouraged and necessary

Maximize physical and social environment

Physical and social resources as a luxury

Right to confidentiality, unless common good determines otherwise

Comply with regulatory requirements

Ensure professional competence of employees

Ensure professional competence of employees

Build public trust

Build shareholder trust

*: Twelve Principles of Ethical Practice of Public Health obtained from Course Overview
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. Emergency/Crisis as Media for
Allocation Comparisons®

« Parallels:

« Common issues of fair resource (&burden) distribution and perceived
injustices thereof, loyalties versus responsibilities toward personal time
allocation, need for action despite incomplete information

* “Ordinary people, especially those who have been disenfranchised ..., should
be included in the decision-making process for resource allocation, prior to
and during emergencies which are likely to involve very scarce and shrinking
resources, because inclusion in the decision process works.”

 Right to privacy

- Differences:

« Transparency, accountability, and coercive tact need not be (immediately)
justified

» Allocation may not necessarily “fair’, democratic, nor support-catalyzing; the

continuation of the business, in all its senses (share price, brand, revenue,
etc.) is the primary consideration

» Decisions may be made from an oligarchical perspective; reflection is toward
process improvement

*: Parallels and differences derived from “Ethics and Emergency Preparedness’, a presentation by Dr. Harvey Kayman, at the 2007 CIDR meeting
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Conclusions:
Solutions?
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. Conclusions

» Strength (and wisdom) of numbers

« Expanding concentric realms of resource and time
allocation: Self > Family > Neighborhood or
Company? > etc. and necessarily in this order

 There is no right and wrong — it all depends on one’s
perspective

At the end of the day, it is whether an entity
(individual/group//organization/society) can live with
itself — lest it will disintegrate in time
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